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Introduction orion
This document describes about the step by
step instruction for integrating Google’s Orion
Wi-Fi with Cambium Enterprise Wi-Fi Access = Welcome to Orion Wifi
Points. X

Click "Get Started” to create your account and connect
your Wi-Fi network.

Sign up for Orion Wi-Fi -
As a pre-request step, need to create Orion o
Wi-Fi account by following steps

G Sign inwith Google

Signin
o continue to areal20.com
o Enter your google account or you can use —
your corporate email address , instructions ["”,umaum ‘
are mentioned

Fargot emali?

Ta cant o, and

e In my example | have used my Gmail id for profta pict
creating a Orion account, please find the m
. Create account
below screen prints

i || shae your name. emsl address, language preleden

#a ] 2{.com

Engiish {Urilted Statles) - Help Privacy Tarins
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Read and Accept the Terms of Service Agreement

ippliers/new

orion

ORION SELLER TERMS OF SERVICE (US SELLERS)

These Orion Seller Terms of Service ("Terms”) are entered into between Google LLC (by and on behalf of its
affiliates) ("Google,” ‘we” of "us”) and you ('Seller’, “You' or “Your'). These Terms govern Your use of the Orien
Product and the provision of Services 1o Google (including sale of Your Capacity to Google). By accepting these
Terms (by clicking o accept the Terms, accepting the Terms via the sign-up flow for the Orion Product or by
following any other acceptance mechanism specified by Google), Seller accepts and agrees to be bound and
abide by these Terms.

1. Definitions and Interpretation, Capitalized terms used but not defined in these Terms have the meanings

orion

Personal Infarmation in an agreed upon format. and (il) securely delete, modily, or correct a
particular individual's Personal Information from Your records.

3 @_mm You will be responsible, and liable to Google, for Your acts and emissions, including

g of Protected Infs under Your custody or control. At any time upon
Google's request, You will cooperate with Google's reasonable efforts 10 assess compliance with
this Attachment,
4. Security Incident Response.

1. Security Incident Response Program. You will maintain a reasonable incident response program to
respond to Security Incidents, If You have reason to believe that a Security Incident has occurred,
You will promptly send an email to externakincidents@google com and provide a complete
description of the defails known about the Security lrn;ldem This notification is required even if You
nave not conclusively established e NATUMe or extent of INe SECury INciders

below. 2. No Unsuthorized Statements. Excent as required by law, You will not make (cr permit any third party

1. "Brand Features” means trade names, trademarks, logos, domain names and other distinctive brand under Your control to make) any statement concerning the Security Incident that references Google

features. either directly or indirectly unless Google provides its explicit written authorization.

2. "Capacity” means the Wi-Fi or other wireless data service network capacity You offer for sale 5 of this to Agencies. As required or upon request, Google may provide
pursuant to these Terms and provide to End Users through the Orion Product 3 summary or eopy of this Attachment to any government agency of requiatary autHority,
“Confidential Information’ means information that one party (or an affiliate) discloses to the other &, Certification of Understanding. By signing or executing the Agreement, You hereby certify, represent, and
party under these Terms, and that is matked as confidential or would normally be considered watrant that You understand and will comply with all restrictions imposed upon Your Access and

under the cir It does not include information that is restrictions on Secondary Use of Protected Information

independently developed by the recipient, is nightfully given to the recipient by a third party without
confidentiality obliaations. of becomes oublic throuah no fault of the recioient ® =

w

scroll to the bottom before accepting

Review later

Enter the basic business information to create the account

orion

Business Information
Business Name

Cambium Networks ‘

255 Adoress

2590 North First Street ‘

Business Phone

BB8B635250 ‘

— Name

Azif ‘

ai

-@umail.cum’ |
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You will get an Orion login page and click on “configure your network?”,
which will redirect you to the documentation page

“ C @ orionwifiarea20.com/supply/Home#/suppliers/blemOko2b * Ao «w@OH»Q :
. CuSTOMER 10
Cal 1 Iblum blemOko2bl4m3I2nn56g
SUMMARY MANAGE NETWORKS (1) PRICING & PAYMENTS ORION SETTINGS HELP & SUPPORT
Welcome to Orion Wifi Complete Setup

Watch this space for the latest product updates and information as new features become available.

+ On September 8th, we publicly announced Orion Wifl! Check out our website and blogpast for more details.

Your Information

Azif
azif cambium@gmail com

O Set up payment
2590 north first street up to receive pay
4087072609

Configure Your Network

Download RadSec Certificates from Orion

Next step is to download the RadSec Certificates from your Orion account, so that you can install a
RadSec proxy and connect to Orion RadSec server.

https://docs.google.com/document/u/1/d/e/2PACX-1vSInmW 7BBvI9LxNpOTavfttwYh Axs8beRI
IETfjp3W-1979b8BabV2HX7931QC4xc1j9GqVE ZyOsye/pub#h.cf7ovk570ms3

Click on “Orion Settings” tab and click “Generate RadSec Certificate Bundle”
for generating RadSec certificate bundle

CUSTOMER ID

Cam b|um btecmOko2bl4m3I2nn56g

SUMMARY MANAGE NETWORKS (2) PRICING & PAYMENTS ORION SETTINGS HELP & SUPPORT

RadSec @ Orion Wifi . active
Last seen: about 2 hours ago If you no longer want to offer access to your network for Orion Wifi users, you can disable it
RadSec (RADIUS over TLS) certificates allow RadSec connections with Orion Wifi. Please consult our best practices before disabling Orion Wifi

I B Generate Additional RadSec Certificates I
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Click on “Download RadSec Certificate Bundle” and save to your local PC

orion

cusTOLEE B

Cambium Networks il AT AR TiA0

SUMBARY AN AGE METWORCS () DREING & PAYMLNTS GRION SETTINGS HELE & SUPEORT

ROESGE @ wrienwnn il eccive
C I — it i 1t yeis 1z Gongarwamt 1o nther st ese b our netwoektur Onn VI users oo can dizasie o

P x50 il a0 Bl (T Bl bkhEng: Cvon W30

Emmagty S

T "

Create Ubuntu VM for installing proxy RadSec

Create an Ubuntu VM and spawn a docker container for running RadSec. Note down the IP address of the VM, so
that can be configured as the radius server in WLAN profile. And proxy RadSec running as a container in Ubuntu
VM will initiate a RadSec connection to the Orion Radius server for TLS authentication.

Click the below URL for opening the RadSec Deployment and configuration

https://docs.google.com/document/d/e/2PACX-1vSI84bfdCireGISY87ZQxZfzq4-J1RVxhlx6z12NnqO6A

cvZkdxu70jD02qB1-B5xdPlktICvH4t0ar/pub

Dieploy and configure radsecprary Updatedamomancalty svary § micutes

Tioubashool edswcprey depkiypen ena
Deploy and configure radsecproxy

Do you need 10 set up radsecproxy?

1f o wirelass | AN ARkl AR sUpRan RadSec RS, Yol N 10 CERCE 00 £ ar NG AN CofIne M 19 Nt FESeCYTYy Nsiie your erdinmen

Wireless LAN controllers with native RadSec support

UMY, 1 Jirpar ML W95 LAN Cartralior siipars RACILS. 0wr TLS (RAASIC) Nty JUNIDAr WISt 6es SNkl vl cortte aisacpeny: Procear drecty
to Conligure Juniper bl wireless LAM coraoilsr.

If your cantroller doesn’ suppert RadSec natively

1 you have army wireirss LAN conooller other than fose mentoned aiew, use ths guide » deiay exd configure redsecorory.

Youllreed fa @i onc ar more basis ardconfigurs therm i v rasksespray sk yeur VBT, T <an be anon premses VM astince o a chud YW nsRcs
i & clg servioee proveler such 82 AmAzon Web Sandces (ANS) of Geogle Cloud Plaam (GCP),

1% ETEon 1o sredle radsecproxy using & vriual machine (v} hosting » Docker conizne:

« Dowslaad the Drion Wisi cerfificates 719 e

. PBidSe0 T oOntals the Cerilicanss you need D connes radsecpxy to Gran WIFL
= Sat up the hast savirarment
Ciwale 8 VI ardooniiguied 50 Dos he Dockss asssciony coniaines.
» Depioy and configure the adseeproxy containes
Cortgut mggceny (smdakon or high slabiin i nng RADAUS mouests wer TLS MaiSes) o Orion WiFl

Trate fom Is aneryotsd, o wireless eontrdler Snl radsecpiosy kn' enciypiad. Nake Bnews el radsseniosy &
depiared on the same Secise nevork as veur caneeler o ust a vz (VI ¥

Downlozd the Orion WiFi certificatas ZIP file

‘Yo e cenficates sseed by Qron WF| 1 comfiguie pasecey (o very and connect W Oron Ve aver TLS. Onan Ve prosdes & cestificats and key that sty
Fubishac 3y (osgfs T — Bt sbusa
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Please follow the below git commands to get the RadSec container and initialize the same in Ubuntu VM

Deploy and configure recsecprony Upelmes stimstically ery & e

Download the Orion WiFi certificates ZIP file

‘ol NS0 Caritatss

10 EInurE Tas
i wil as the ©A o "

at Srkan WAFL

140 Do VWil over TLS, 0N WEFI DTonJ6s 8 Cermcats i bay that ismiy yous organ(zatisn
<

Dowsslond rasae 2 from the Onon W portal n the Sertngs tab

Configure radsecproxy

Trves praiey & e Funng ur . (T oL wiresess conbrelien of in & Cloud EnvESHMEnt SUch 15
GCPor AWS. THS S0MIIN roses oanacthits betvman Inan WIF and ma RADILIS Safic coming (e 1hs wealess LAN conbiler

\ Create a ragsecpioxy Docker contalner

WL 1 creats Docker i

Use Bse procsdures i complets tha configuratan o the WM INSIRICE and the radsscpey Docker Image.

Upload the Orian WiFi certificate ZIP file 1o the WM s

1

ate 50 the vt where yuu dowiiceded the Ovan VIR cerficals (radsec zigh
¢ TRASEC .11 kD I hest instancs.

Download the container deplyment scripis

Failow This Procamies 0 downicsd the ransecqony Docksr Image.

ect Lin o packages and toos o deply the Docer oo

wisds apt-gt updite
s apt-gut install -y gar
git clone Mitps://github.con/eonle-arenl20/erion-rajsec. git radsecgraxy

\ Corfigure and sinn e radsecproxy Docker cont

ainer

P this seript b start one radsecoion Docker Serics and 1o start fie Docker inage nsile the Vh instance
-/ radsecproxy,setup_scripta/balld-contalier oh radse:. 2ip

T ST 1M 5 SEIpE RS, 7 nsEals Dockar, SURRONNG Tke. A1 COPGLIAION o 11 Instncs

The sutpen snaald ook Sear 1o this axampis

Pudslestad by dooue it ~ Bimit sbuse

Troubleshooting RadSec connection

RadSec proxy will establish the TCP connection with Orion RadSec IP address using port number 2083.
If your organization firewall is blocking the port please request your IT department to unblock it.

radsecproxy 1.8.1 starting
resolvehostpor {src info not available) -> 0.9.0.0
resolvehostport: (src info not available) -> 0.6.0.0
disable DF_bi disabling DF bit (Linux variant)
createlistener: listening for udp on *:1812
resolvehostport: (src info not available) -> 0.6.0.0
9: disable DF_bit: disabling DF bit (Linux variant)
: createlistener: listening for udp on *:1813
: udp server writer, waiting for signal
tlsconnect: called from clientwr
Next connection at pt to radsec-gfe in 6s
Tisconne connecting to radsec-gre
connecttcphostlist: trylng to open TCP connection to 216.239.32.91 port 2683
connecttcphostlist: TCP connection to 216 9.32.91 pork L0,
@: verifyconfcert: verify certificate for host radsec-gfe,] subject /c=US/0=Buttonwood/CN=*.orion.areal28.com
: verifyconfcert: verify hostname L
subjectaltnameaddr
20: certnamecheck: Found subjectaltname matching address 216.239,32.91
tlsconnect: TLS connection to radsec-gfe up
clientwr: connection reset; resending all aoutstanding requests
: clientwr: sending Status-Server to radsec-gfe
sendrq: inserting pa with id @ in queue for radsec-gfe
sendrq: signalling client writer
20: clientwr: got new request
: clientradputtls: Sent 38 bytes, Radius packet of length 38 to TLS peer radsec-gfe
radtlsge got 20 byt
: got Access-Reject message with id o
freerg: called with refcount 1
replyh: got status server response from radsec-gfe
: clientwr: sending Status-Server to radsec-gfe
sendrq: inserting packet with id @ in queue for radsec-gfe
sendrq: signalling client writer
: clientwr: got new request

©2020 Cambium Networks, Ltd. | 3800 Golf Road, Suite 360 | Rolling Meadows, IL 60008 cambiumnetworks.com 5
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If your organization is blocking the port or not able to reach the external RadSec,
then you will see the below error

Sep 10 02:47:05 2020: connecttcphostlist: trying to open TCP connection to 216.2
39.32.91 port 2083
Sep 10 02:47:05 2020: Connection failed: Connection refused
10 02:47:05 2020: connecttoserver: connect failed
10 02:47:05 2020: connecttcphostlist: failed
10 02:47:05 2020: Next connection attempt to radsec-gfe in 60s

AC

root@radius: /home/lab# sudo docker container inspect S(sudo docker ps --format {
{.Names}}) --format "Name:{{.Name}};Status:{{.State.Status}};Created:{{.Created
}}" | perl -p -e 's/;/ \n/g'

Name: /radsecproxy

Status:running

Created:2020-09-10T702:13:00.584972092Z

root@radius: /home/lab#

Passpoint configuration in cnMaestro

Navigate to “Configuration” -> “WLANs and AP Groups” for creating a new WLAN

< C @ uselsh - doud /0 horme-view/wifiConfia/wlan/list # o wH»@ :

Pl Configuraticn > WLANs and AP Groups

Ns | AP Groups
Device Type:| all~ | Scoper| allaccounts ~ Newwian || importwiaN | | Syne Configuration
Name scope Type AP status Clients Now Clients 24 HR Throughput (DL/UL)
Tenantos ©  09_Tenant_test cnPilot Enterprise (E-Series, ePMP Hotspot) 0of2offline 0 0 0Kbps /0 Kbps e
Default Enterprise © 09 Ten: cnPilot Enterprise (E-Series, ePMP Hotspot) 0ofooffline 0 o 0Kbps /0 Kbps ZOe¢ x
Default Home ©  09_Tenant_test cnPilot Home (R-Series) 0of0offline 0 0 0Kbps /0 Kbps. zOex
SCOTTTEST @ 07 Scott_home cnPilot Enterprise (E-Series, ePMP Hotspot) 0of 1 offline 0 o 0Kbps /0 Kbps Z0Oe %
passpoint2 Orion cambium ©  0L_CalCustomer cnPilot Enterprise (E-Series, ePMP Hotspot) 0of0offline 0 0 0Kbps/ 0 Kbps ZOe¢ x
Association ACL
sessiontimeout-cg © 01 _CalCustomer enPilot Enterprise (E-Series, ePMP Hotspot) 0of1offline 1 1 0.43 Kbps / 0.55 Kbps [
Switch Groups
mesh © 01 CalCustomer <nPilot Enterprise (E-Series, ePMP Hotspot) 0Oof1offline 2 0 36,61 Kbps/ 48.24 Kbps mDOe =
Templates
mesh client ©  01_CalCustomer enPilot Enterprise (E-Series, ePMP Hotspot) 0of2offline 0 0 49,76 Kbps / 3051 Kbps Z0De&e x
recovery ©  01_CalCustomer cnPilot Enterprise (E-Series, ePMP Hotspot) 0of 1offline 0 o 0Kbps / 0 Kbps mDe¢ x
ervices
Default Enterprise ©  07_Scott_home cnPilot Enterprise (E-Series, sPMP Hotspot) 0of0offline 0 0 0Kbps/ 0 Kbps zDe x

©2020 Cambium Networks, Ltd. | 3800 Golf Road, Suite 360 | Rolling Meadows, IL 60008 cambiumnetworks.com 6
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Configure the SSID and Security as “WAP2 Enterprise (802.1x)”

< C & us-el-sb2 foud.cambiu m/#0/h / @passpoint2_Orion_cam p@IaRef/c oo % WO wHl»@:

P\ ANS =fpasspoint2_Orion_cambium
Configuration | APs

} Home
Basic Information

% Manage Type
AAA Servers =

Inventa
4 Guest Access ——

Onboard Access Control I BRSHOIRLL N tansAuns |

Scope

Passpoint
MsP 01_Cal Customer

<PsK 5
Description
Configuration P!

©F Ssenvices
Basic Settings
AS Application SSID

[¥] Enable
ssiD*

OrionWiFi

Mesh
o « | Mesh Base/Client/Recover

VLAN®

12

Security
WRAD Enterprise (802.00) - feov

Radios

2,4GHz and 56Hz - (2.4GHz, 56Hz) c

Client Isolation

Disable v W

PRV ANS >[passpoint2_Orion_cambium

Configuration | AP
Ry Home

A Warning: AAA Servers are configured separately for eact

WLAN
ol Authentication Server
% Manage
é
: otost seoet fott Realm
ity T 172.20.1059 Show 1812
2. Host Secret Port” Realm
& onboard Access Control S 1812
@ MSP""' Passpaint 3. Host Secret Port” Realm
Show 12
PSK
84 Configuration Timeout
5 Timi 30)
Attempts
!

AR Application

Accounting Server

Advanced Settings

Save

©2020 Cambium Networks, Ltd. | 3800 Golf Road, Suite 360 | Rolling Meadows, IL 60008 cambiumnetworks.com 7
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Configure the Passpoint with below settings

\WLANs >fpasspoint2_Orion_cambium

Configuration | APs

WA Basic Settings
Manage Enable Passpoint
AAA Servers.
DGAF Downstream
I ¢
Ettion: Guest Access

ANQP Domain 1D

Onboard Access Control N

= Comeback Delay
MSP

 delay in mil

0

Configuration Access Network Type

Chargeable Public

Services

ePSK I
ASRA Additional

l (7] Internet

Application

HESSID

ific HESSID

wildcard

Venue Group

Mercantile -

Venue Type

Shopping Mall -

WLANS >fpasspoint2_Orion_cambium
Configuration | APs
wt

HESSID

AAA Servers
Manage

Venue Group
GuestAccess

Inventory Mercantile =
- VenueType
Onboard = o
hopping Hal -

O Roaming Consortium
The

tials can be used to authenticate with

ming

rtium
Configuration Roaming Consortium

FaFSERFSFA

Servi

Application

ANQP (Access Network Query Protocol)
GPP Cellular Network Information

Connection Capability

Domain Names

one or more domat of the entity op: ss network

Domain Mames

orionwifi.com

< c

& uselsb2 / e / _ Orion. sp@IqRel

HESSID

e group and Venue type

dentifie

Showing 1-1 Total: 1

Showing 1-1 Total: 1

o % o wl»Q

S NAI (Network Access Identifier) Realm List
G e list of network access identifier (NAI) realms corresp s or other entities ork iath
Manage 2
NALL Name Encoding
Inventory 1 Orion-Realm false S x
Access Control
Passpoint > T ()
ePsK 5 Operator Friendly Names
or more operator na o are ope IEEE 802.11 access ne

Configuration

Language Code Operator Name

Services

2 Application

1P Address Type Information

figur on
1Pva Type

NoNE -
1PV Type

NONE &

B Network Authentication

Configure list of authentication types when
Network Authentication
(ONE &

© Operating Class Indication

Corfigiathe o ssparated o sl oo . The Gobsl operating clasesin Tble -4 of EEE td 80211-2012 Amnex € definethe values that can b used i this (£ &1,115 where?
ting Class.
[ Venue Name Information
Language Code B Venue Name
©2020 Cambium Networks, Ltd. | 3800 Golf Road, Suite 360 | Rolling Meadows, IL 60008 cambiumnetworks.com 8
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—
INAJ (Network Access |dentifier) Realm List I

NAI List
1 ~  Configure NAI profile

ame
Orion-Realm [1UTF-8 Encoding

EAPR List
EAP Method Auth 1 Auth 2 Auth 2 Auth 4

1 EAP TLS Inner Auth EAP Certifi... | & 1%

B Edit EAP
EAP

Method
EAPTLS -

Authentication 1
Inner Auth EAP - Cerlificate -

Authentication 2
NONE - NONE -

Authentication 3
NONE - NCONE -

Authentication 4
NONE - NONE -

Save the WLAN configuration

©2020 Cambium Networks, Ltd. | 3800 Golf Road, Suite 360 | Rolling Meadows, IL 60008 cambiumnetworks.com 9
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Create AP Group and attach the same to Enterprise Wi-Fi AP

Navigate to “configuration” -> “WLANs and AP Group” -> click “New AP Group”

G

Configuration > WLANs and AP Graups

- WLANs | AP Groups E:
i Home
evce Typer| AL~ | Scope:| Alsceomte= | WIANS A presp—" | p—
’&“:4 Manage
= Name ¥ Type AP Status Scope clients Now Clients 24 HR Throughput (DL/UL) WLANS Auto Sync
Inventory Tenant0g ©®  cnPilot Enterprise (E-Serfes, ePMP Hot... 0 0f2 offline 09_Tenant_test 0 o 0Kbps /0 Kbps Tenant0d oN [E A 3
i Default Enterprise ©  cnPilot Enterprise (E-Series, ePMP Hot... 0 of0 offline 09_Tenant_test 0 [ 0Kbps / 0 Kbps Default Enterprise oN D& &S x
e Default Hom: @  cnPilot Home (R-Series) 00f0offline 09 _Tenant_test 0 0 0 Kbps /0 Kbps Default Home OFF D& ex
& wse
clonehomenew-wifi 600 clone @  cnPilot Enterprise (E-Serfes, ePMP Hot... 00f1offline 01_Cal Customer 0 0 0Kbps / 0 Kbps s5d1-802 Ix-kloudspot , clo.. ON D& x
XV2-passpoint clone @  cnrilot Enterprise (E-Series, ePMP Hot... 0 0f0 offline 01_cal Customer 0 0 0 Kbps /0 Kbps. passpoint2 Orion cambium  ON [E A 3
Association ACL
SCOTTTEST ©®  cnpilot Enterprise (E-Series, ePMP Hot... 0of1offline 07_Scott_home 0 o 0Kbps /0 Kbps SCOTT TEST on ZDhO&e&x
Switch Groups.
Ashburtonwifi ©  cnPilot Enterprise [E-Series, ePMP Hot... 0 of1offline 01_Cal Customer 3 3 2.31Kbps / 0.62 Kbps sessiontimeout-cp, Azifwp... ON D& & x
Templates
Ashburtonwifi £700 ©®  cnPilot Enterprise (E-Series, ePMP Hot... 0 of1offline 01_Cal Customer 0 o 35.93 Kbps / 40.33 Kbps 700-wlan1 , recovery, mesh ON D& & x
. Ashburtonwif ©  cnPilot Enterprise (E-Series, &PMP Hotu.. 0 of2offline 01_Cal Customer 0 0 50.12 Kbps / 39.49 Kbps mesh client, e700-wlani  ON ZDO& & %
L&d Services
©  copilot Enterprise (E-Series, ePMP Hot... 0of 1offline 01_Cal Customer 0 o 0Kbps /0 Kbps ZD&sSx
AR Application
v 3405 Net>

Navigate to “configuration” -> “WLANs and AP Group” -> click “New AP Group”

- % B0 o H»O :

< C @ uselsh loud, /#/0fF ew,/APGroup/profile V2-passpoint_clone+ msp@IqReF,

asspoint_clone

b
Netwarks -FiAP Dashboard  Notifications || Configuration | Statistics  Repor®@® APs  Clients  Mesh Pecr<@D
{A) Home =
> B2 APOS-hall-homenew-wifi | Basic > Basic Information
&3 2p-groupo1 Type
Management
> B9 Ashburtonwifi M
ety B3 Ashburtonwifi_clone kadlo Name*
/& o brre] > B3 Ashburtonwifi_e500_SM ork Xv2-passpoint_clone
7 > [ Ashburtonwifi_e700 Scope
& wse s o ety 01_Cal Customer
- > B Ashburtonwifi_e700_client -
& Configration 3 > B3 Ashburtonwifi_e700_SM Services Auto Sync Automaticall Group
User-Defined Overrides Counitry”
BF services > s B3 clonehomenew-wifi_600_clone United States ¥
> B ow Location
M Application >
> B ow_meshclient
B3 oefault Enterprise Contact
B2 pefault Home B
B home-ed20 Description
> B2 homenew-wifi
> B homenew-wifi_clone Placement
o — Outdoor Con
> B newapgroup-test_clone EOE S it
B2 xv2-passpoint_clone H
> @ 02_Education_Texas_Dist
> @ 03_DuVin_Wi-FI
> '@ 04_Retail_Dist WLAN
s © 05.Christy Home Order WLAN Delete
» @ 05_Hospitality_Marc 1 passpoint2 Orion_cambium x
> @ 07_Scott_home
> 1@ 08_Corp_WifiLab
> © 08_Tenant_test Save

©2020 Cambium Networks, Ltd. | 3800 Golf Road, Suite 360 | Rolling Meadows, IL 60008 cambiumnetworks.com 10
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Select the AP group configuration to the respective AP by navigating -> Manage -> Specific device ->
Configuration and in AP group drop down, select the newly created AP Group.

<« C & uselsh cloud m/#/0/h fifwi-fi=mac@BCEG:TC:51:20:42+ msp@®2obxym/configuration/ ® o Mo HM»O :

= Wi-Fi > XV2-2-512042 =
Networks Wi-Fi AP Groups Dashboard  Noiifications Dsra Is Performance SoftwareUpdate Tools Clients Mesh Peerd® wians
v @ system

5 @ Base Infrastructure

Device Details

Managed Account Serial Number
01_cal Cust
> © 01 calCustomer 09_Tenant_test = Change WEWF04Q51GZ1
Inventory » @ 02_Education_Texas_Dist
Name MAC Address
3_DUVin_Wi-FI
> @ 03_DuVin_Wi-Fl e L] BC:E6:7C:51:20:42
> © 04_Retail_Dist
Network 1P Address
> @ 05_Christy Home e = 172.20.12.242

> © 06_Hospitality_Marc
$83 Configuration Site Sync Status.
> @ 07_Scott_home

siteo - Insync
ot jices > © 08_corp_wifiLab
i Description
~ © 09_Tenant_test
A8 Application 5 Naiaiuit
Latitude
v 4+ Networkot e -
v G site01

= Longitude

z  £410-floorL-

&oAP02-E410-floorL-room 1 ey -

o AP10-Kitchen ) = =
{0 Set the device location using a map

FoRoom-10

HoXV2-2-312042 ] bevicec ion View

WLAN used by AP Group

O Advanced Settings

Radio and Location ~ cnMaestroVLAN (VLAN12)  OtherVLANs  WLANs
Override  Field Name value Default Value
Location

Validating with a wireless client by connecting to Orion WLAN

Follow the below link to download the profile to AP

https://docs.google.com/document/d/e/2PACX-1vQhbx-
MIgc 7Tmsp5Sr]435]1DhEbz7y0x8gtCiZAcErg-kTICgbhWuTL{6SeiFTf52DMreoXa7im-
W/pub#h.n2jmq2da97p

After installing the profile, the wireless device should be connecting to the Orion Wireless LAN

= Wi-Fi = AP08-theater02 =
Dashboard Notifications Configuration Details Performance Software Update Tools | Clients MEShF’EE(SW WLANs

Wirsless Clients  Wired Clients  Unconnected Clients

Managed Account:| 01_Cal Customer Disconnect Disconnect All | | Exportw =

U HostNa.. T User T AP T IPAddress T MAC T VIAN-ID T Manufacturer T 0§ T S5ID ¥ Band T Rzdio ... T RSSI SNR ClientType T  Portal Mode

O iPhone 87d63385-b22f-4...  AP0E-theaterd? 172.20.10.52 5:6T:el:EzB2OE 12 [Local MAC] Other OrionWiFi 5GHz ac -53dBm  42dB  Client
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Cambium Networks and Orion Wi-Fi Integration

Information Roaming History

Managed Account: 01_Cal Customer
IP: 172.20.10.52
IPv6:

Band: 5GHz

MAC: 52:67:81:82:82:98
Name: iPhone

User: 87d63385-b82f-4b21-8fcc-53943d0
Mode: ac

Manufacturer: [Local MAC]
Type: -

0Os: Other

SSID: OrionWiFi

RSSI: -53 dBm

AP MAC: 00:04:56:9B:3D:70
Connected AP: AP08-theater02
Capabilities: -

Rate: 104 Mbps
Upload: 100.3 KB
Download: 201.9KB

SNR: 42 dB

VLAN: 12

Guest Access Type: -

Auth Status: false

Session Expiry: 0d Oh Om

Mode:

Client Type: Client

Total Quota: -

Total Quota Balance:
Upload Quota:

Download Quota:

o o o o

Upload Quota Balance:

Login to your Orion account and confirm “Manage Network” should show the APs

< c a i * Ao H»Q:

. cusTomes 1o

Cambium btemOko2bl4m3I2nn56g
SUMMARY MANAGE NETWORKS (2) PRICING & PAYMENTS ORION SETTINGS HELP & SUPPORT

- APOB-theater02
- XV2:2-512042

s built by Area 120 by Google,
oogie LLC | Privacy | Terms
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CLI configuration of Orion Wi-Fi

For reference, please find the CLI configuration for Orion Wi-Fi, radius server is pointing to the Ubuntu VM

wireless wlan 1

ssid OrionWiFi

no shutdown

vlan 12

security wpa2-enterprise

no protected-mgmt-frames

passphrase $crypt$1$MATOIVimGrOWhHYcqQYU/MyOQchlnP/W

band both

dtim-interval 1

max-associated-client 127

proxy-arp

network-policy-id 0

mac-authentication policy deny

radius-server authentication host 1 172.20.10.59
radius-server authentication secret 1 S$crypt$1$U2gc7eq80oDcCY18kN/5PhZRKNR637dGz
radius-server called-sta-id AP-MAC:SSID

radius-server rad-attr service-type 1

radius-server accounting host 1 172.20.10.59

radius-server accounting secret 1 Scrypt$1$YMIFf7J/7rmXJiGnlXSCqgsxeIls7QxRTE
radius-server accounting interim-update-interval 1800
radius-server accounting mode start-interim-stop
radius-server accounting acct-on

passpoint

passpoint interworking internet

passpoint interworking access-network-type chargeable-public
passpoint interworking venue-group 6

passpoint interworking venue-type 4

passpoint roam-cons F4F5E8F5F4

passpoint angp nai-realm 1 name Orion-Realm

passpoint angp nai-realm 1 eap 1 method eap-tls

passpoint angp nai-realm 1 eap 1 auth 1 inner-auth-eap certificate
passpoint angp domain-names orionwifi.com

no guest-access
|
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